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Abstract: The current power analysis attack of HMAC based on SM3 applies only to the object, on which there is the
Hamming weight and Hamming distance information leakage at the same time.  there is only a single information leakage
mode on the attack object, then the attack methods don’t work. To solve the limitations of the current attack methods, a novel
method of the power analysis attack of HMAC based on SM3 was proposed. T he different attack object and their related va:
riadbles were selected in each power analysis attack. The attacks were implemented according to the Hamming distance mod-
el or Hamming weight model of the intermediate variables. After several power analysis attacked on the first four rounds of
SM3, the equations that consists of the results proposed of al the power analysis attacks were obtained. The ultimate attack
object is derived by getting the solution of the equations. The experimental results show that the oposed attack method was
effective. The method can be used universally because  its being available for both the situation of co-exist of hamming weight
with Hamming distance, and that of either the Hamming weight or choosing the Hamming distance model existence

Key words: HAMC agorithm, SM3 algorithm, power analysis attack, correlation power analysis attack, initial state

1
Kocher @ 1999
(4 (DPA, differential power analysis)
Brier U
2015-06-10 2015-10-07
N0.20147X 01032401 “ 863"
N0.2012AA01A403 * ” No.MM JJ201101022)
N0.2014GZ0148 No.13ZA0091 No. CRF201301

Foundation Items: The National Science and Technology Major Project (N0.2014ZX01032401), The National High Technology Re-
search and Development Program of China (863 Program) (No.2012AA01A403),“ The 12th Five-Years” Nationad Cryptogram Devel-
opment Fund No.MMJJ201101022), Sichuan Science and Technology Support Programmer(N0.2014GZ0148), Sichuan Provincial
Education Department Key Scientific Research Projects (No.13ZA0091), The Scientific Research Foundation of CUIT (No.CRF201301)

2016090-1



5 SM3

HMAC

(CPA, correlation power analysis)

Chari ™ (TA, template attacks)

ipad=0x36

(HMAC, hash-based message
authentication code)

HMAC
MD5  SHA1
2010
——SM3

[ sm3

HMAC
SHA2

SHA1

HMAC 8

SM3 HMAC (510

HMAC(K, m)=H((K A opad)|[H((K A ipad)|Jm)) (1)

K+
m opad=0xbA
SM3 HMAC 1

H SM3

B bit b bit bbn

T,

2.2 SM3

SM3 HMAC

SM3

HMAC
HMAC
SM3

SM3 HMAC

2 SM3 HMAC

2.1 HMAC
HMAC
HMAC

@)

2016090-2

SM3

256 bit

o 6

vV =CF(V® , BY)
i<n-1)
1) ABCDEFGH vV ©
2) FORj=0TO 63
3) SS1? ((A<<<12))+E+(T, <<<j)<<<7
4) $S2? SS1A (A<<<12)
5) TT1? FF,(A,B,C)+D +SS2 +Wj'

6) TT2? GG, (E,F,G)+H +SS1+W,

7)D? C

8) C? B<<<9

9)B? A

10) A? TT1

1) H? G

12) G? F<<<19

13)F? E

14)E? P, (TT2)

15) ENDFOR

16)V Y2 ABCDEFGHA v©
A B CDETFG H



37

HMAC
CF(KV, B?)

Kin  Kou KV

KV

32 bit §S1 SS2 TT1 TT2
V(i+1) B(i)
w w, BY 32 hit
FF,(X.,Y,Z) GG,(X.,Y,Z)
@ 0 P, (X) 4
T (el
iXAYAZo0< j<15
FF(X,Y,Z)={ . . T .
: T(X UY)U(X UZ)U(Y UZ),16< j< 63
(2)
iXAYAZz0< j<15
GG,(X,Y,Z)=i ©)

1(XUY)U@X UZ),16< j< 63
P (X)=XA (X <<<9) A (X <<<17) %)

3
(11, 12] [3
1 N M,
2)
v ki (kI [k, ke ])
M, K,
v, | v, |
Vi,
3)
K;
4 SM3 HMAC
4.1 SM3 HMAC
HMAC
Kin=f(1V, (K ipad))
Kae=f(1V, (K opad)) 2
Kin Kout
SM3 HMAC

KV
SM3 HMAC

2

reg. SM3 j
2.2 1
KV Al By [ICo [IDs I Eo Il Fo I
G, |IH, 5 6 TT1 TT2
KV

6 TT1 TT2
KV

4.2 SM3
@

5 6

TT1,? A AB/AC +D +S52, +W, (5

HMAC
0< j<15 22

T72,? E,AF AG, +H, +S51 +W, (6)

SM3  HMAC

1) 1 j=0 X,=A A

BbAC,+D,+SS2, Y,=E, A F A G,+H,+
SST, ® (© @ ©®

TTL,? X, +W, 7
TT2,? Y, +W, )
(n (8 Xo Yo KV
W, W,
TT1, TT2,
KV X,
YO
2) 2 =1 22
1 4 ® ©® A=TTY,
E =R (TT2)
Xo Yy ) (8)

TT1, TT2, A E
4 ©)
6)  SS2, SSi,

2016090-3



HMAC - 41

5 SM3
1 B,=A, C,=B,<<<9 D, =C,
H,=G, G,=F,<<<19 F =E,
Bl Cl Dl Fl Gl Hl
XI: Bl A Cl Yl = Fl A Gl Al = (a31L
ala,), al {03 X, = (X, Lox, LX),

Yo = (alyLy,), D=(d;LdLd), H,
=(h, LhLh), E =(e,Leleg),

TTL? 2% (a, A x, A d,))+(a, La La)A
(X Lx, Lx,) +(d,, Ld, Ld,) +SS2, +W, (9)

TT2,? 2% (e, Ay, A h,)+ (e, e Le) A
(v Ly, Ly,) +(h, Lh Lh)+SS1 +W, (10)

(9) (10) X, Y, D H, A
E, SS2, SS1 Wll W,
T, TT2
(d,, A x,,)
(X0 Lo X LX) (d,, Ld, L_d,) ( hy, A Va1 )
(hy LhiLhy) (v Ly LY,)
3) 3 =2
2 ® (© A=TT1
E,=R (TT2) B,? A=TT], F,? E =P
(TT2,) 2
(d,, A X ) (X0 Lo X LX) (d,, Ld, L_d,)
(hy A yy) (o LhLh) (v, Ly Ly,)
(9) (10) 1T, TT2 A,
E2
TT1, TT2, B,
F, ® (©
SS2, SS81,
Cc, D, G, H,

TTL,? 2%(a, A b, Ac, A d,)+(a,Lala)

A (b,LbLhb) A (c,Lc Lc,)+(d,Ld Ld,)+

$52, +W, (11)

72,2 2% (e, A f,, A g, A h))+ (e, Le Le)

A (f,LfLf)A (g,LgLg,)+(h,LhLh)+

SS1, +W, (12)
99 (@) Cc, D, G, H,

A, B, E, F, $S2, SSL

W, W,
TTL, TT2,
(d,, A c,)
,LcLc) (d,LdlLd) (h, A g,)
(hy Lh Lhy) (95 L9 L-g,)
4) 4 j=3
1 2 3 (5)  (6)
A,=TT1L, E,=P(TT2,) B,? A=TT]
FE ? E, = P ( TT2 ) c, ?
82 <<<9= A1 <<<9= TTjn <<<9 G3 ? F2 <<<]19=
E, <<<19= P, (TT 2, )<<<19 3
TT1, TT2, TT4 TT2, TTL
TT2, (5) (6) A B, C, E
F, G,
(5) (6) $S2,  SS1,
W, W,

D H

3 3

TTL? A AB,AC,+D,+SS2,+W, (13)

TT2,? ELAFRAG, +H, +SSL +W, (14)

D3 H3 A3 B3 C3 E3 F3 G3
§S2, SSi, W, W,
TTL TT2,
D3 H3
5 4
KV 4 2.2
7 8 C,=D, G, =H, 3
(dy A ¢,)  (eoloc Lc,)
d,Ld Ld) (h, A g,) (hLhLh)
(930 Lgi Lgo) D2 H2
C,? B <<<9= A <<<9
A\) = BI: Cz >>>9

D,? C,=B,<<<9
B,=D,>>>9 C, =D,
G,? F <<<19=E,<<<19
E,=G,>>>19
H,? G =F <<<19
F,=H,>>>19

2016090-4



. 42 37

N

B C E G Iitermediate results plleranalvang 2 218 waces:
! 1 1 1 Rest corrclation;

- - 1 Key candidate 58 660{0xFS524),value 0296 § al position: 219
X1 Bl A C1 Y1 Fl A Gl 2 | Key candidate 20 020{0x03 A0 value 0 2968 5t position. 219
D H C =D 2 Key candidute 42 468{ DxASES L value 0 296 Tt positivn 219
1 1 3 Key candidute'9 3720042 5641, val i 0,296 Tl posibon 219
The hest key X250D23=1 X[ 22: - [6]Hx65 D] 22+ 160524, X 150,150
5 3
AJ Bo Co Eo Fo G

D Intermediate results after amtlvame 3 340 trces:

Thest eorre lation

015y cundidate 359890 DAYT valyet) 325 7 40 posiiion 219
I ey eandidate: 23 G63(0x3A | Thvalue 325 Tat pesitipn:219
5 SM3 HMAC 2Ky candidate 35 449051899y value, 11323 2 a1 position 219

3¢y candidate 22 35305 819 wilue 0 323 2 41 position 219
The hest key: X3 1 D3 1=0X300 24 =030 D300 24 = 17 X253=| T23=0
SM3  HMAC

SM3 IV 6 4
SM3 (©) (d,, A x,)=0
SM3 (x,, Lx, L x,) = OX5SAE564FD (d,, L.d L.d,)

v 32 SM3 =0x1724 42D7 4.2 2)
Inspector SCA (10)

5000 2 (h, A y,)=1 (h,LhLh)= Ox638DEE4D
1460 (v Ly, Ly,) = OX6C3F8135

SEM N, :

%f

Z1 300 |
i1 ol iy \(W‘“ i (i A 0,50 (Golc Le,)
| 150 ' il =0x2CDEE7 (d,, L_d, L_d,) = 0x29657292 (h, A
600 700 80O 900 1000 1100 1200 1300 9,,) = 0 (h,LhLh) = 0x4550b189 (g, L
W Rl is !
> su3 g,Lg,) =Ox05E54 B79
4.2 4)

D, =OX2CDEE7  H

2 © 1 (g,L.g,Lg,)=0x85E54B79

GO 4.2
X,=0x588B5DAB Y, =0x5F057B3B

5.1

3

5)

IV=0x7380166f4914b2h9172442d7daB8a0600a96f30b

3~ 6 €163138aae38dee4dbOfbOede \%
intermediate results atter analyzing 748 mades: SM3
Best gorrelation v

O Key cundidare:6d 983(0xFDDTY, value U 173 0o posinon: 219
I Key comdickate:32 O8T(OxTDST Lvalue:D |73 o positom 219
2 Key eandidate 60 T30(0XED3A) value 0, 164 2at position:2| 9 5.2
3Ry candidate: 28 090(0X6DBA ) value -0 164 T.al positlon219
The best kev: X7 D7=0.X| 6 U |=0x7d D] 6-- 01=0x57

3 1 [10]

Inmtermediate resulis aller analvzing 1 122 traces: 1
Best corre |ation

{1 Key candidate 38 S62(0xE4C 2 vnluz 0. 263 4.0t position 219
[ Key candidare: 23 666{0NG 442),value 0,263 4.8t position 219 1
2 Key candidine: 42 TIHOSASR2 ) valus 0 256 8 at posinen 249

3, Key candidire:9 2E8{(0x2 4023, value! 11256 Kat pagition 219

The best key X139D15=0,X] 14 & =t D] 1 4 =R [=0837 X7=1.X7=1

4 5 [10]

2016090-5




5 SM3 HMAC - 43
(ACISP 2006). c2006: 432-443.
6 [8] ROBERT M, MICHAEL T, COLIN C M, et al. Differential power
analysis of HMAC based on SHA-2, and countermeasures [J]. Infor-
SM3 mation Security Applications, 2007, 4867: 317-332.
SM3 HMAC [91 GUO L M, LI Q, WANG L H, et a. A differential power analysis
TT1 attack on dynamic password token based on SM3 algorithm[C]//First
International Conference on Information Science and El nic
TT2 Technology (ISET 2015). c2015.107-110.
4 [10] GUO L M, LI Q, WANG L H, et al. A first-order differertial power
analysis attack on HMAC-SM3[C]//First International Conference on
Information Science and Electronic Technology (ISET 2015), c2015:
94-97.
[11] , , ..
[J. , 2010, 31(2):17-21.
WU Z, CHEN Y, CHEN J, et al. Exponential information’s extraction
from power traces of modulo exponentiation implemented on FPGA[J].
SM3 Journal on Communications, 2010, 31(2):17-21.
[12] , , , sMs4
SM3 3. , 2015, 36(1): 2015016.
WANG M, DU Z B, WU Z, et a. Chosen-plaintext power analysis at-
SM3 tack against SM S4 with the round-output as the intermediate datalJ].
Journal on Communications, 2015, 36(1): 2015016.
1982-
[1] PAUL K. Timing attacks on implementations of diffie-hellman, RSA, —
DSS, and other systems[C]//CRYPTO 1996. Berlin, c1996: 104-113. =
[2] PAUL K, JOSHUA J, BENJAMIN J. Differential power analysis[C]// ::-.;
The 19th Annual I nternational Cryptology Conference on Advances in
Cryptology. €1999: 388-397.
[3] ERIC B, CHRISTOPHE C, FRANCIS O. Correlation power analysis
with a leakage model[C]//Cryptographic Hardware and Embedded
Systems — CHES 2004. ¢2004:16-29. 1975-
[4] SURESH C, JOSYULA R R, PANKAJ R. Template attackgC]//
Cryptographic Hardware and Embedded Systems-CHES 2002. c2003:
13-28.
[5] MIHIR B, RAN C, HUGO K. Keying hash functions for message
authentication[C]//Neal K oblitz, CRYPTO. ¢1996: 1-15. 1977-
[6] China's Office of security commercial code administration: sepecifi-
cation of SM3 cryptographic hash function[EB/OL]. http://www. osc-
ca.gov.cn/UpFile/20101222141857786.pdf. 2010. 1985-
[7] KATSUYUKI O. Side channel attacks against HMACs based on

lock-cipher based hash functions[C]//I nformation Security and Privacy

2016090-6



	06
	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6


